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PRIVACY AND DATA MANAGEMENT SUPPLEMENTAL APPLICATION 
(Complete to apply for Privacy, Cyber Extortion and Data Restoration Loss Coverages)
Applicant’s Name:      

I.
PRIVACY AND DATA MANAGEMENT

1.
Within the last three years, has the Applicant ever been accused of a privacy violation by a business customer, a consumer, or a government agency?
formcheckbox 
 Yes  formcheckbox 
 No

	If yes, please provide complete details:      


2.
Does the Applicant have a third party endorsement or certification of its privacy process and 
practices?
formcheckbox 
 Yes  formcheckbox 
 No

	Please provide the name of the privacy Endorsement (i.e. TRUSTe, eTrust) and date of last assessment:      


	If applicable, please provide results of any privacy audits:      


3.
Please complete the table below to explain the nature of the 3rd party data the Applicant accesses or hosts when servicing clients:
	Nature of 3rd Party Data
	Accessed by Applicant while performing services? (check one)
	Data Hosted by Applicant?
(check one)

	Business Client/Financial related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Personal Client/Financial related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Personal/HR related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Personal/Health related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Company/IP related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Government related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Company/Sales related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Company/Product design related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Company/Accounting related
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Consumer related (i.e., e-commerce data, credit card information)
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

	Other
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No


4.
Does the Applicant require users to actively acknowledge and accept its privacy policy?
formcheckbox 
 Yes  formcheckbox 
 No
5.
Has the Applicant’s policy been reviewed by an attorney?
formcheckbox 
 Yes  formcheckbox 
 No
6.
Does the Applicant annually assess its compliance processes and employee practices against any regulatory data protection standards (such as HIPPA, GLB, and state provisions like CA 1386)?
formcheckbox 
 Yes  formcheckbox 
 No 

7.
Is the Applicant compliant with applicable data security standards issued by all financial institutions with which the Applicant transacts business (e.g., PCI Standards)?
formcheckbox 
 Yes  formcheckbox 
 No
	If no, please describe the current status of any compliance work and the estimated date of completion:      


8.
Does the Applicant have specific privacy provisions in its sub-contracting agreements?
formcheckbox 
 Yes  formcheckbox 
 No
Please provide a copy of the most recent agreement used by the Applicant.

9.
Does the Applicant always require independent contractors and vendors to provide proof of:

a.
Errors and Omissions Insurance?
formcheckbox 
 Yes  formcheckbox 
 No
b.
Network Security Insurance?
formcheckbox 
 Yes  formcheckbox 
 No

c.
Other?
formcheckbox 
 Yes  formcheckbox 
 No

	If yes to “other,” please identify:      


II.
NETWORK SECURITY
1.
Does the Applicant employ a Chief Information Officer, Chief Privacy Officer, or Chief Security 
Officer?
formcheckbox 
 Yes  formcheckbox 
 No
	If no, who is responsible for the management of, and compliance of Privacy Standards?      


2.
Does the Applicant utilize and regularly review results of automated data auditing that continually monitors, records, analyzes, and reports on database activity?
formcheckbox 
 Yes  formcheckbox 
 No
3.
Has the Applicant conducted a third party audit of your network security process and practices?
formcheckbox 
 Yes  formcheckbox 
 No
	Name of security audit firm and the date of last assessment:      


In the last assessment, did the security audit firm indicate any security deficiencies?
formcheckbox 
 Yes  formcheckbox 
 No
If yes, has the Applicant implemented the appropriate corrective procedures?
formcheckbox 
 Yes  formcheckbox 
 No
4.
Please indicate the security maturity of the Application. Please write “N/A” if not applicable to the Applicant’s 
business.
	Security Controls
	Not Started
	In Progress
	Completed and 
Implemented

	ISO 17799 Procedures
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	HIPPA Procedures
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	GLB Procedures
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Firewall in place?*
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Information security response plan formalized?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Assigned on person or group responsible for IT security?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Technologies in place to detect any network intrusion?**
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



*
Name Firewall Technologies:      

**
Name Detection Technologies:      

Name the Applicant’s data encryption technologies:      

	Please add any other IT Security measures already implemented:      


5.
Does the Applicant encrypt all company confidential information as well as personally sensitive data?
formcheckbox 
 Yes  formcheckbox 
 No

	Please name the encryption technologies used by the Applicant:      


	6.
What other data does the Applicant regularly encrypt?      


7.
Within the last three years has the Applicant had a network security breach?
formcheckbox 
 Yes  formcheckbox 
 No

	If yes, please provide complete details, including the number of breaches, and the impact/result of the breach:
     


8.
Does the Applicant have physical security measures in place to control and monitor human access to main servers and sensitive/confidential information?
formcheckbox 
 Yes  formcheckbox 
 No
	Please list measures:      


9.
Within the last three years has the Applicant experienced:

a.
a network security breach that resulted from the unauthorized access of a third party (i.e., “hacker”)?
formcheckbox 
 Yes  formcheckbox 
 No
b.
any unauthorized acquisition, access, use, identity theft, mysterious disappearance, or disclosure of personal identifiable information?
formcheckbox 
 Yes  formcheckbox 
 No
	If yes, please provide complete details, including the cause, date of occurrence, damage to client, and remedial actions to prevent future breaches):      


10.
Does the Applicant permit personal identifiable information, electronic or otherwise, to be physically transported to any external location for any purpose?
formcheckbox 
 Yes  formcheckbox 
 No
If yes, please provide the following details.

a.
Does the Applicant have a policy or process which monitors and identifies those transported records?
formcheckbox 
 Yes  formcheckbox 
 No

b.
Are any records stored at any time in a laptop computer?
formcheckbox 
 Yes  formcheckbox 
 No

c.
Are any records stored at any time in a computer located in the personal residence of any 
employee?
formcheckbox 
 Yes  formcheckbox 
 No

d.
Are any records stored at any time in a computer owned by an outside vendor?
formcheckbox 
 Yes  formcheckbox 
 No

11.
Does the Applicant operate a wireless network over which personal identifiable information is transmitted or may be accessed?
formcheckbox 
 Yes formcheckbox 
 No

	If yes, what security measures does the Applicant employ to protect such information?      


12.
Indicate the acceptable unplanned down time of the Applicant’s computer system based on its customers’ needs:

formcheckbox 
 Less than 1 hour
formcheckbox 
 Less than 12 hours 
formcheckbox 
 Less than 24 hours
formcheckbox 
 Not important

13. 
How long does it take the Applicant to restore operations after a computer attack or unplanned system outage?

formcheckbox 
 Less than 1 hour
formcheckbox 
 Less than 12 hours 
formcheckbox 
 Less than 24 hours
formcheckbox 
 Not important

14. 
How many customers/clients would be affected if the Applicant’s computer system was not accessible?

formcheckbox 
 None
formcheckbox 
 1-10
formcheckbox 
 10-50
formcheckbox 
 50-100
formcheckbox 
 More than 100
15. How many customer/clients personal identifiable information does the Applicant possess or have stored on their networks/database?

formcheckbox 
 0-500
formcheckbox 
 501-1,500
formcheckbox 
 1,501-2,500
formcheckbox 
 2,501-5,000 
formcheckbox 
 More than 5,000

This Supplemental Application must be signed by (1) the Chairman of the Board, and (2) either the Chief Executive 
Officer or President of the Applicant. If the Chairman of the Board and the Chief Executive Officer or President are the same individual, the Application must also be signed by the Chief Financial Officer, Chief Operating Officer or General Counsel.
Date:      

Signature: 

Title:      

Date:      

Signature: 

Title:      
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